Abstract-The study of properties of randomly chosen quantum states has in recent years led to many insights into quantum entanglement. In this work, we study private quantum states from this point of view. Private quantum states are bipartite quantum states characterized by the property that carrying out simple local measurements yields a secret bit. This feature is shared by the maximally entangled pair of quantum bits, yet private quantum states are more general and can in their most extreme form be almost bound entangled. In this work, we study the entanglement properties of random private quantum states and show that they are hardly distinguishable from separable states and thus have low repeatable key, despite containing one bit of key. The technical tools we develop are centered around the concept of locally restricted measurements and include a new operator ordering, bounds on norms under tensoring with entangled states and continuity bounds for relative entropy measures.
I. INTRODUCTION
The study of random quantum states with probabilistic tools and high dimensional analysis has in recent years significantly advanced our understanding of entanglement, the strong quantum correlations present in quantum systems [2] - [4] . In this work, we use such techniques in order to construct bipartite quantum states that exhibit a large gap between, on the one hand, their key distillation properties and, on the other hand, their entanglement distillation and key repeater distillation properties.
In order to do so, we follow the prescription of [5] , [6] to construct bipartite quantum states that contain a readily accessible bit of pure privacy, so-called private quantum states. These are constructed as follows. We give Alice and Bob a Bell state, ψ + AB , or the Bell state subject to a phase flip, ψ − AB , with probability one half. Then, we store the information of whether or not a phase flip has been applied in a pair of orthogonal shield states ± A B . It can be shown that the bit that Alice and Bob obtain by measuring A⊗B in the computational basis is secret, since the shield states are orthogonal, and an eavesdropper with access to the purification cannot erase this information.
Assume now that the shield states are data hiding [7] , meaning that Alice and Bob can barely distinguish them if they are only able to perform LOCC measurements on them. It is then the intuition that Alice and Bob cannot distill entanglement, since they have poor access to the phase information to be corrected in the entanglement distillation process. In our case, we choose the data hiding states at random and in high dimension [4] . We are able to prove that, with high probability, the private quantum states have distance from separable states which is high when measured in the PPT-restricted norm or the PPT-restricted relative entropy distances, yet low when measured in the SEP-restricted norm or the SEP-restricted relative entropy distances.
We then consider the quantum repeater scenario [8] , in which Alice and Bob are connected via one intermediary repeater station (Charlie). We distribute a random private state between Alice and Charlie and another one between Charlie and Bob. We then show that, despite the fact that the private states contain one bit of readily extractable secrecy, any repeater protocol (with the repeater station limited to single copy operations) will fail to extract secrecy: the quantum key repeater rate is vanishing for large dimensions. This goes beyond the constructions in previous works, where upper bounds were always derived via data hiding under PPT measurements, something that is excluded in our construction.
The paper is structured as follows. In Section II, we establish bounds on measurement restricted distance measures (bounds on the increase under tensoring for norms, continuity bounds for relative entropies etc.) which are later needed in order to study private quantum states. In Section III, we introduce our model of random private quantum states and use the previous techniques in order to establish bounds on their distinguishability from separable states. In Section III-C, we establish a relative entropy bound on an adapted quantum key repeater rate and apply some of our previous distinguishability bounds for random private quantum states in order to derive our main result. We also discuss the relation of this work to the PPT 2 conjecture, which was motivated by the repeater key scenario. We conclude in Section IV.
II. LOCALLY RESTRICTED DISTINGUISHABILITY MEASURES

A. Restricted norm distances
Let H be a complex Hilbert space, which we always take to have finite dimension. On the set of Hermitian operators on H, we define · 1 as the trace norm, · 2 as the Hilbert-Schmidt norm, · ∞ as the operator norm, and B 1 , B 2 , B ∞ as the corresponding unit balls. Given S a subset of the Hermitian operators on H, we denote by conv(S) the convex hull of the elements of S and by conv(S) the closure of conv(S). Given C a symmetric convex subset of the Hermitian operators on H, we denote by X C := inf {t : X ∈ tC} its gauge (a norm) and by C
• := {Y : ∀ X ∈ C, Tr(XY ) 1} its polar. The set of all quantum states (or density operators) on H is defined as the set of unit trace positive semidefinite operators on H, and is denoted by D ≡ D(H). A measurement on H is characterized by a collection of Hermitian operators (T i ) i∈I on H such that i∈I T i = 1 1 and T i 0 for each i ∈ I. It is therefore often referred to as a positive operator-valued measure (POVM). One can equivalently associate to any such measurement (T i ) i∈I the quantumto-classical channel M that maps any Hermitian operator X on H to M(X) := i∈I Tr(T i X) |i i|. We denote by ALL ≡ ALL(H), the set of all measurements on H.
Given a set of measurements M ⊆ ALL on H, we have the following notion of distinguishability in restriction to M, which will be crucial throughout the whole paper.
Definition II-A.1 (M norm [9] ): Let M be a set of measurements on H. For any Hermitian operator X on H, its M norm is defined as:
Let K be any set of states and be any state on H, then the M norm distance of from K is defined as:
If M is such that X M = 0 if and only if X = 0, then the M norm is indeed a norm. In this case, M is often referred to as being "informationally complete". This will be the case for all the sets of measurements that we will consider in this paper. Notice that if M = ALL, then we recover the trace norm, namely
B. Restricted relative entropy distances
A similar framework for studying the distinguishability in restriction to measurements, but using the relative entropy instead of the trace norm, was introduced in [10] . However, we need a more general definition that includes also quantum channels and not just measurements. The reason for this is that, contrary to the case of the trace norm, in the case of the relative entropy we cannot recover the unrestricted relative entropy just by allowing all measurements. The generalization of Definition II-A.1 to a set of quantum channels L on H is
By monotonicity of the trace norm, if L contains the identity channel, then the latter is always the optimal channel. In such case the above definition is not very interesting. But in Section III-C we will need to consider sets of partial measurements; namely, we will require some subsystems to be measured but not others (see Section II-C for precise definitions and concrete examples). These sets of channels exclude the identity, but also include channels that are not measurements. The necessity of defining restricted distinguishability going beyond sets of measurements appears for the relative entropy, as in Section III-C it will be possible to prove upper bounds on the repeater key rate in terms of some D L (· K) but not in terms of a corresponding D M (· K), the latter being likely false. These definitions are the main focus of this section.
Here again, the interesting cases will be those where the considered set of channels does not contain the identity. Definition II-B.1 (L relative entropy [11] ): Let L be a set of quantum channels on H. For any states and ς on H, their relative entropy in restriction to L, or L relative entropy, is defined as:
where D( ς) := Tr[ (log − log ς)]. Let K be any set of states and be any state on H, then the L relative entropy of from K is defined as:
With the definition in place, we also prove that the L relative entropy is asymptotically continuous (a tool needed for our proofs, see full version).
C. Bipartite systems and local norms
In the case where H ≡ CD ≡ C ⊗ D is a tensor product Hilbert space, in other words a bipartite quantum system, two important subsets of D are the set of separable states S, and the set of PPT states P (positive under partial transposition), both across the bipartite cut C : D:
where (·)
Γ denotes the partial transposition (i.e. the identity on C and the transposition on D), and where we define by extension S Γ := X Γ : X ∈ S for any set of operators S on C ⊗ D. The following are various important sets of channels that capture different aspects of the subsystem separation of a bipartite system.
• The LOCC operations LOCC(C:D): These are those channels that can be achieved using local operations and classical communication.
• The separable operations Λ ∈ SEP(C:D):
• The PPT operations Λ ∈ PPT(C:D):
Rigorous definitions and details can be found in [12] . Separable and PPT operations are not to be confused with so-called entanglement-breaking and PPTinducing channels. Entanglement-breaking channels satisfy id C ⊗Λ D (D(CD)) ⊆ S(C:D) and PPT-inducing channels satisfy id C ⊗Λ D (D(CD)) ⊆ P(C:D). We have:
For each set of operations, we can also restrict to all the measurements that can be achieved within the set. These are all the measurements that can be obtained by composing a local measurement with an operation in the 2018 IEEE International Symposium on Information Theory (ISIT)
set. Formally, let the composition of two sets of channels L, L be defined as
and let their tensor product be
then we can write the sets of measurements in L(C:D) as
The generalization to "partial measurements" is straightforward. Without loss of generality let C be the system being measured, then for any set of channels L(C:D) we define the partial measurement set as:
Note that these definitions also apply to partial measurements on D and straightforwardly generalize to multipartite systems. In the following sections, we will need partial measurement only in LOCC and separable operations.
One of the main reasons why SEP(C:D) and PPT(C:D) play a crucial role in quantum information theory is because they are more tractable relaxations of LOCC(C:D). For M being PPT, SEP or LOCC we will generally refer to · M as being a "local norm". We find that the local norms are superadditive, namely in any dimension tensoring increases the local norm. More precisely, for any Hermitian operators X on A B and Y on CD we have:
Fact II-C.1: Let (M, K) be either (PPT, P) or (SEP, S). For any Hermitian operator X on A B , any state on CD and any ς ∈ K(C:D) we have
D. Local norm increase under tensoring
Fact II-C.1 states that not all states increase a local norm. In this section we study how local norms change with the assistance of an ancilla state. Namely, we study how tensoring a Hermitian operator X A B (which for our purposes can be thought of as a difference of two states) with a state CD changes the SEP norm.
Proposition II-D.1: Let k = min(|C|, |D|). For any Hermitian operator X on A ⊗B and any state on C⊗D:
⊗ X SEP(CA :DB ) (2k − 1) X SEP(A :B ) .
E. Application to private quantum states
From now on, when we talk about the set of PPT states P or the set of separable states S, it is always assumed to be according to a bipartite cut, either A : B or A : B or A⊗A : B⊗B depending on the context, and similarly for the PPT or SEP norms. Furthermore, A and B will always denote 2-dimensional complex Hilbert spaces, while A and B will always denote d-dimensional complex Hilbert spaces for some d ∈ N. On A ⊗ B, let
Measuring these Bell states in the computational basis leads to a bit of key: two perfectly correlated, perfectly random bits at A and B that are secret from the environment. Private quantum states are states of A⊗A ⊗B⊗B that generalize these Bell states, in the sense that measuring in the computational basis of A ⊗ B still yields a bit of key. The bit of key might be correlated with A ⊗ B but it will be secret from any purifying environment. For any pair of orthogonal states 
with the 2-qubit system A ⊗ B as key systems and the 2-qudit system A ⊗ B as shield systems. The state obtained after the measurement in the computational basis of A⊗B is called the key-attacked state. For the private state given by Equation (6) it is defined aŝ
We know from [11] that any private state can be transformed via a reversible LOCC operation into a private state of the form in Equation (6) Lemma II-E.1: Let γ on AA BB be a private state such that its key-attacked stateγ is separable. Then,
where S ≡ S(AA :BB ).
III. RANDOM PRIVATE QUANTUM STATES A. Random private quantum state construction
With Lemma II-E.1 in mind, we now turn to the objective of generating random private quantum states with interesting properties. Our construction of random private quantum states will be based on a construction of random orthogonal quantum states which was introduced in [4, Section 6.1], and which we recall here.
Construction III-A.1 (Random quantum private state): Let P be an orthogonal projector on some fixed d 2 /2-dimensional subspace of A ⊗ B . Then, let U be a Haardistributed random unitary on A ⊗ B , and define the two following random orthogonal states on A ⊗ B :
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We then define the random private state as:
It was proved in [4, Section 6.1] that such random orthogonal states ρ + , ρ − have interesting data-hiding properties, namely: with high probability SEP (and even more so LOCC) measurements almost do not distinguish them while PPT ones do. ρ + A B and ρ − A B are orthogonal by construction, but this orthogonality is completely hidden to local observers. In the remainder of this work we will extend this result to the case of random private states. Observe that, for such construction the key-attacked state is always separable. Indeed, since P + P ⊥ = 1 1, we simply have (ρ
The distillable key of this private state is thus exactly one bit [6] .
B. Distinguishability of random private quantum states
We start with the local norm distinguishability of our random private states from separable states.
Theorem III-B.1: Let γ on AA BB be a random private state as defined by Construction III-A.1. Then, there exist universal constants c 0 , c, C > 0 such that,
We then derive an analogue of Theorem III-B.1 when distinguishability is measured in local relative entropy.
Theorem III-B.2: Let γ on AA BB be a random private state as defined by Construction III-A.1. Then, there exist universal constants c 0 , c, C > 0 such that,
Theorems III-B.1 and III-B.2 tell us that with probability going to 1 as the dimension d grows, our random private states are indistinguishable from being separable for observers who can only perform SEP (and thus LOCC) measurements. However, this data hiding property is lost under PPT operations, since the private states keep a constant distinguishability under PPT measurements.
C. Quantum key repeater
Ultimately, we would like to have a full understanding of key distillation in a general network scenario. The immediate first step toward this is to add just a single intermediate station Charlie between Alice and Bob. This setting, known as the quantum key repeater rate, has been introduced in [8] . The inputs are now two states and˜ , the first one shared between Alice and Charlie and the second one shared between Charlie and Bob, assumed to be produced independently and thus to be in tensor product. As in entanglement distillation and key distillation, the parties are given an arbitrarily many copies of their input as if it were produced by identical independent rounds of the same quantum communication.
Using only local operations and public communication [6] , the parties are supposed to distill as close to and as many bits of key as they can, where the task is made possible because Charlie can act globally on his parts of the states. However, while Charlie is essential to achieve the goal, he is also untrusted, therefore the key must be secret also from Charlie. Equivalently, we say that Charlie's systems are given to the eavesdropper at the end of the protocol. In [5] it was proven that distilling key is equivalent to distilling private states with plain LOCC, without keeping track of the state of the eavesdropper and the public communication copied to it. In this framework, the eavesdropper becomes the environment, and giving systems to the eavesdropper becomes the trace operation.
Like [8] and [11] , we consider a variation of the quantum repeater which we call the 1-bounded quantum repeater. Instead of letting Charlie act jointly on arbitrary many copies of the input states, we restrict him to act only on one. This should model, for example, boundedmemory repeater stations that can only act on a finite number of copies at the same time. First, Alice, Charlie and Bob apply a tripartite LOCC protocol independently to single copies of the inputs. Then Charlie is traced out (his systems are handed over to the eavesdropper for each copy). Finally, Alice and Bob apply their bipartite distillation protocols, without restriction, on arbitrarily many copies of the outcomes of the operations with Charlie. This defines the 1-bounded (quantum) key repeater rate R Thanks to this upper bound, we can now establish that two of our random private states γ 1 , γ 2 have with high probability a small 1-bounded key repeater rate.
Theorem III-D.2: Let γ 1 and γ 2 be two random private states as per Construction III-A.1, with shield dimensions d 1 and d 2 , respectively. Then, there exist universal constants c 0 , c > 0 such that
where Motivated by the question whether the key repeater rate can be zero for states with non-zero key rate, the PPT 2 conjecture was introduced by the first author in [13] . It states that the sequential composition of any PPT-inducing 
Whereas some progress has been made on the conjecture, the general case is still open. It has subsequently been shown that the gap between key and repeated key can be made arbitrarily large for certain bound entangled states. In [8] the examples were based on noisy private bit constructions. While in [11] large gaps have been shown for noiseless private bits for key repeaters with one-way communication from the repeater station. Even though noiseless private states are NPT (non-positive under partial transposition), the upper bounds in concrete examples have mostly been based on the partial transposition, e.g. bounding the log-negativity of the states.
In this work, we presented examples of private bits that have a large gap between the key rate and the 1-bounded key repeater rate. Our examples are carefully constructed so that arguments based on the partial transposition do not immediately apply (their PPT-restricted relative entropy distance from separable states is large). Our results thus give a complementary view on the PPT 2 conjecture, by providing non-PPT-inducing channels, whose sequential composition has low key, a property shared by entanglement-breaking channels. Our work might thus be viewed as pointing to extensions of the PPT 2 conjecture. We would also like to mention an implication for the older NPT bound entanglement conjecture, which postulates that there exist undistillable NPT states [14] , [15] . Since the states that we have constructed have low LOCCrestricted relative entropy of entanglement, and since the regularized LOCC-restricted relative entropy of entanglement is an upper bound on the distillable entanglement, they are likely to have small distillable entanglement. We note that the constructed states have large log-negativity and are thus not close to being PPT.
IV. SUMMARY
For the sake of clarity, we focused in Section III on one particular way of constructing random private states. However, the properties that we described would hold true for many other random private state models. For instance, one could think of picking as states ρ ± , two independent uniformly distributed mixed states on A ⊗ B , or mixtures of order d 2 independent uniformly distributed pure states on A ⊗ B . These would be with high probability approximately orthogonal, so that the random state γ on A ⊗ A ⊗ B ⊗ B formed out of them would be with high probability an approximate private state. Moreover, it would have with high probability all the previously observed features. It thus appears as a generic aspect of private states that their amount of distillable entanglement and their amount of data-hiding have to obey some trade-off. One important open question at this point would nonetheless be: what is the actual distribution of the random private states which are produced in "usual" quantum key distribution protocols? Indeed, however wide the range of models our results apply to, it would be interesting to know whether or not the outputs of error correction and privacy amplification procedures which are performed in practice fall into this general framework.
